Transaction Risk Indicators

Factor Low Moderate High

Board and Fully understands all aspects of | Reasonably understands key Does not understand, or chooses to
Operational transaction risk. aspects of transaction risk. ignore key aspects of transaction risk.
Management

Understanding

Responsiveness
to Market and
Technological
Conditions

Anticipates and responds well to
changes.

Adequately responds to changes.

Does not anticipate or take timely or
appropriate actions in response to
changes.

Risk Exposure Only a slight probability of
damage to reputation, capital, or

earnings.

Possible loss to reputation, earnings
or capital exists but is mitigated by
adequate internal controls.

Weak internal controls expose the
credit union to significant damage to
reputation, or loss of earnings or
capital.

Transaction
Processing
Controls

History of sound operations.
Likelihood of transaction
processing failures is minimal
due to strong internal controls.

History of adequate operations.
Likelihood of transaction processing
failures is minimized by generally
effective internal controls.

History of transaction processing
failures. Likelihood of future failures is
high due to absence of effective
internal controls.

Systems and Strong control culture that

Adequate operating and information

Serious weaknesses exist in operating

Controls results in systems, internal processing systems, internal and information systems, internal
controls, audit, and contingency | controls, audit coverage, and controls, audit coverage, or
and business recovery plans contingency and business recovery | contingency and business recovery
that are sound. plans are evident. plans.

MIS Satisfactory Minor deficiencies may exist that Significant weaknesses in transaction

relate to transaction and information
processing activities.

and information processing activities.

New Products Favorable performance in

Planning and due diligence prior to

Inadequate. CU is exposed to risk

or Services expansions and introductions of | introduction of new services are from the introduction or expansion of
new products and services. performed although minor new products and services.
weaknesses exist.

Conversion Conversion plans are clear, Conversion plans are evident, CU may be exposed to processing

Management comprehensive, and followed. although not always comprehensive. | risks due to poor conversion
management, either from the
integration of new acquisitions with
existing systems, or from converting
one system to another.

Problem Management identifies Management recognizes Management has not demonstrated a

Identification
and Corrective
Action

weaknesses quickly and takes
appropriate action.

weaknesses and generally takes
appropriate action.

commitment to make the corrections
required to improve transaction
processing risk controls.




